Statement of Applicability and status of information security controls
Justification for

Section Information security control Included Implemented inclusion or exclusion

Ab Organizational controls
Business requirement derived
A.51 Policies for information security v v from risk assessment
Adopted best practice
A5 Information security roles and / / Business requirement derived
responsibilities from risk assessment
A5.3 Segregation of duties v v Business r?quirement derived
from risk assessment
Ab.4 Management responsibilities v v Adopted best practice
A5.5 Contact with authorities v v Adopted best practice
A.5.6 Contact with special interest groups v v Adopted best practice
Business requirement derived
AL.7 Threat intelligence v v fromrisk assessment
Adopted best practice
A58 Infor.matlon security in v v Adopted best practice
projectmanagement
A5.9 Inventory of information and other / / Business requirement derived
associated assets from risk assessment
A5.10 Acceptable use o'f information and other / / Adopted best practice
associated assets
A5 Return of assets / J Business r?quirement derived
from risk assessment
Business requirement derived
A.5.12 Classification of information v v from risk assessment
Adopted best practice
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A5.13 Labelling of information Adopted best practice
Busi X t deri
A.5.14 Information transfer usiness r-eqwremen derived
from risk assessment
A515 Access control / J Business r?quirement derived
from risk assessment
Business requirement derived
A.5.16 Identity management v v ust r- quir v
from risk assessment
A5A7 Authentication information v v Adopted best practice
A.5.18 Accessrights v v Adopted best practice
A5.19 Information security in supplier / J Business requirement derived
e relationships from risk assessment
A5.20 Addressing information security within / / Business requirement derived
e supplier agreements from risk assessment
Managing information security in the
A5.91 information / ¥ Business requirement derived
e and communication technology (ICT) from risk assessment
supply-chain
A5.22 Monitoring, review and change / / Business requirement derived
e management of supplier services fromrisk assessment
Information security for use of cloud
A.5.23 .y v v Adopted best practice
services
A5.24 Information security incident / / Business requirement derived
e management planning and preparation fromrisk assessment
Assessment and decision on information
A.5.25 ) v v Adopted best practice
security events
Response to information securit
A.5.26 P i ! ) ! arity v v Adopted best practice
incidents
Learning from information securit
A.5.27 9 .. y Adopted best practice
incidents
A.5.28 Collection of evidence Adopted best practice
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A.5.29 Information security during disruption v v Adopted best practice
A.5.30 ICT readiness for business continuity v v Adopted best practice
A5.31 Legal, statutory, regulatory and Y v Legal requirement
contractual requirements
A.5.32 Intellectual property rights v v Legal requirement
A.5.33 Protection of records v v Legal requirement
Privacy and protection of personal )
A.5.34 v v Legal requirement
identifiable information (PII) gatrequir
Ind dent revi finf ti
A.5.35 naependen reV|ev.v otintormation v v Adopted best practice
security
Li ith policies, rul
A.5.36 Compliance W! PO ICI?S rutes e.md v v Legal requirement
standards for information security
A.L.37 Documented operating procedures v v Adopted best practice
AG People controls
A.6.1 Screening v v Legal requirement
A.6.2 Terms and conditions of employment v v Legal requirement
Inf ti it , ]
A.6.3 nrormation fsecurl Y av.ve.areness v v Adopted best practice
education and training
A.6.4 Disciplinary process v v Adopted best practice
R ibiliti ftert inati
ABS esponsibilities after termination or / / Legal requirement
change of employment
AG.6 Confidentiality or non-disclosure / / Legal requirement
agreements
A.6.7 Remote working v v Adopted best practice
A.6.8 Information security event reporting v v Adopted best practice
A7 Physical controls
Business requirement derived
A.74 Physical security perimeters v v from risk assessment
Adopted best practice
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Adopted best practice
A.7.2 Physical entry v Business requirement derived
from risk assessment
Adopted best practice
A.7.3 Securing offices, rooms and facilities v Business requirement derived
from risk assessment
Adopted best practice
Al.4 Physical security monitoring v Business requirement derived
from risk assessment
A7.5 Protectir'wg against physical and v Adopted best practice
environmental threats
Adopted best practice
A.7.6 Working in secure areas v Business requirement derived
from risk assessment
AT.7 Clear desk and clear screen v Adopted best practice
A.7.8 Equipment siting and protection v Adopted best practice
Adopted best practice
A.7.9 Security of assets off-premises v Business requirement derived
from risk assessment
Adopted best practice
A.7.10 Storage media v Business requirement derived
from risk assessment
AT Supporting utilities X Control not applicable to ISMS
scope
Adopted best practice
A.712 Cabling security v Business requirement derived
from risk assessment
A.713 Equipment maintenance Adopted best practice
A.714 | Secure disposal or re-use of equipment Adopted best practice
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A8

Technological controls

Adopted best practice
A.8.1 User end point devices v v Business requirement derived
from risk assessment
Adopted best practice
A.8.2 Privileged access rights v v Business requirement derived
from risk assessment
tractual obligati
A.8.3 Information access restriction v v Contractua _O 'gation
Legal requirement
Legal requirement
A.8.4 Access to source code v v Business requirement derived
from risk assessment
A.8.5 Secure authentication Adopted best practice
Business requirement derived
A.8.6 Capacity management ) 9
from risk assessment
Busi i t derived
A.8.7 Protection against malware v v usiness r?qU|remen erve
from risk assessment
A.8.8 | Management of technical vulnerabilities v v Adopted best practice
A.8.9 Configuration management v v Adopted best practice
A.8.10 Information deletion v v Legal requirement
A.8.11 Data masking v v Adopted best practice
Business requirement derived
A.8.12 Data leakage prevention v v ust r- quir v
from risk assessment
A.8.13 Information backup v v Adopted best practice
Redundancy of information processin
A.8.14 ! y ot ) r ) onpr ng v v Adopted best practice
facilities
A.8.15 Logging v v Adopted best practice
A.8.16 Monitoring activities v v Adopted best practice
A.8.17 Clock synchronization v v Adopted best practice
Public Ropo Group

WWW.ropo.com




A.8.18 Use of privileged utility programs v v Adopted best practice
Installati f soft tional
A.8.19 nstatiation of sortware on operationa v v Adopted best practice
systems
A.8.20 Networks security v v Adopted best practice
A.8.21 Security of network services v v Adopted best practice
A.8.22 Segregation of networks v v Adopted best practice
A.8.23 Web filtering v v Adopted best practice
A.8.24 Use of cryptography v v Adopted best practice
A.8.25 Secure development life cycle v v Adopted best practice
A.8.26 Application security requirements v v Adopted best practice
S t hitect d
A.8.27 ecure s.ys erjn are _I e.c drean v v Adopted best practice
engineering principles
A.8.28 Secure coding v v Adopted best practice
S ity testingind L tand
A.8.29 ecurtty testing In devetopment an v v Adopted best practice
acceptance
Control not licable to ISMS
A.8.30 Outsourced development X X ONfrot not appticable to
scope
Separation of development, test and .
A.8.31 parat ) v p Adopted best practice
production environments
A.8.32 Change management Adopted best practice
Business requirement derived

A.8.33 Test information v v from risk assessment

Adopted best practice
A.8.34 Protection of infor-matio-n systems during / / Adopted best practice

audit testing
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